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1.0 About this document
Purpose

This document opens the discussion about how the Client Registry (CR) service, as depicted in the Infoway EHRS Blueprint architecture model, provides client identification support for the Interoperable Electronic Health Record (iEHR).  
There are important capabilities to be investigated and considered about CR support for the iEHR, within and between jurisdiction implementations, including but not restricted to:
1. Supporting jurisdiction Identity Management business functions, primarily utilizing Enterprise Master Person/Patient Index (EMPI) capabilities 

2. Supporting business functions required to provide EHR services and data
3. Supporting transition states on the way to a full EHR solution
Audience

The primary audience and contributors to this document is the same as the audience for the iEHR Technical Project deliverable referenced in the previous page.   This includes members of the Infoway Solution Architecture Group (SAG) and jurisdiction architects and contractors working in CR, iEHR and clinical Domain projects.  It will be a useful in providing guidance for tactical and long term solutions for Infoway and jurisdiction EHR investment projects.
The document scope does not include special considerations for the Diagnostic Imaging and PACS Domain systems, where medical reference numbers (MRNs) may play a larger role.

1.1 Discussion and Feedback

A Canada Health Infoway forum is available to view this document and the original V1 document, and to provide feedback and enter into discussion. See “Discussion Documents” at:

http://forums.infoway-inforoute.ca/webx?14@161.RuEeaCwIdi3.64@.eeda2af
2.0 Client Registry & Enterprise Master Person Index – Background
2.1 Definition of Terms
2.1.1 CDR (Clinical Data Repository) 
For the purposes of this document, CDR refers to each of the Domain repositories and the Shared Health Record (SHR) repository, inclusive of Ancillary Data and Services and  EHR Data and Services) in the EHRS Blueprint reference architecture model (See Figure 1). They are the data repositories containing “clinical” information that are accessed when a point of service (PoS) system requests or stores EHR information about a client.  This definition does not include operational clinical data repositories in PoS systems.
2.1.2 EMPI

An EMPI (Enterprise Master Patient/Person Index) is a system which coordinates client identification across multiple systems by:

· Collecting and storing IDs and person-identifying demographic information from source systems (track new persons, track changes to existing persons)

· Assigning unique IDs for internal EMPI data management

· Matching person-identifying demographic information and creating links between IDs from source systems:

· Automatically and/or with manual intervention

· Based on probabilistic algorithms ranging from very simple to very complex

· Merging existing duplicates and catching new duplicates

· Providing capability to search for individuals given IDs and/or demographic information

· Integrating with source systems to provide demographic information to save typing (and therefore typos) and avoid creation of new duplicates (through screen scraping and/or system integration)

· Optionally, pushing changes in demographic information to source systems (through system-to-system integration)

· Providing historical client demographic information

· Supporting multiple EMPIs as source systems to “roll-up” data geographically from regions to the jurisdiction level


2.1.3 CR (Client Registry)
A Client Registry is a system which provides all the functionality of an EMPI, plus functionality to support the EHR 
(Note: There is a need to reconcile the definition of the CR between documents and with the EHRS Blueprint V2 Glossary – this list was derived from early EMPI “pilot” implementation projects in AB CHA and NL)
· Manage and cross reference source system client identifiers with the jurisdiction client identifier for EHR purposes (to associate EHR clinical data to an individual) 

· Create and/or provide access to an EHR Client ID (eCID) for use by EHR services (where the jurisdiction has chosen to use the eCID) 

· Provide access to a Public client ID for use by EHR services (where the jurisdiction has chosen to use a Public client ID for EHR purposes)

· Support a root “object identifier” (OID) as part of the eCID or Public identifier to ensure uniqueness 

· Support messages to provide access to and to manage eCIDs and/or Public client IDs
· Integrate with peer CR’s to coordinate pan-Canadian linkages of client identifiers
· Support standard data and message definitions and protocols to allow interoperability (e.g., HL7 V3 directly or in conjunction with other EHR services)

· Be the “root node” of an EMPI hierarchy (where regional EMPIs can be “source systems” to the jurisdiction CR)
2.1.4 eCID (EHR Client ID)

The EHR Client ID, or eCID
, is an internal identifier (number) intended to uniquely identify clients of the health system for EHR purposes, i.e., EHR services and clinical data repositories “above the Health Information Access Layer (HIAL)” (see Figure 1).  It is generated by the EHR infostructure (e.g., by the CR), and used only “above the HIAL”.  This is sometimes referred to as a “meaningless but unique number (MBUN)”.
2.1.5 Public Client ID
A Public Client ID is a unique identifier used by the jurisdiction that is a “public” or business number known to Health System stakeholders.  This identifier is used for business purposes, and  if used for EHR, the Public identifier is used “above/within the HIAL”,  “below the HIAL” by Point of Service (PoS) systems and for or other purposes such as Eligibility, Claims and Health Card systems. 
2.2 EMPI and CR Basics

The current Canadian jurisdictional implementations of Client Registry use an EMPI product to provide Identity Management functions.  The EMPI uses identifying information from multiple “source systems”, usually a set of patient admission or registration systems and the health insurance/claims system, to create a “composite view” of the client’s demographic and identifier information.  The composite view consists of selected attributes from the source systems, combining information about the same person that has been communicated by the source systems and “linked” to represent one individual.  

Person identifying information records linkage within the EMPI is based most often on probabilistic matching and weighting of various attributes, resulting in a linkage set.  Automatic linking of records is done if the degree of attribute matching is above a defined threshold.  A record from a source system is determined to be unique and not matched to any other record or linkage set if the degree of matching falls below another lower threshold.  

If the degree of matching falls between the two thresholds, the records are made available for human analysis and manual matching or non-matching as appropriate.  Usually, analysis for linking records across two or more source systems is performed by records management staff at the enterprise or jurisdiction level.  The EMPI may also identify duplicate identity records or possible duplicates within a single source system and link the records.  Analysis for linking records originating from within a single source system is usually delegated to records management staff responsible for the source system and not done by the jurisdiction level staff.

A source system will normally have a local identifier or medical file number or medical reference number (MRN) that has been assigned by the registration system or subsystem used by the health facility managed by records management staff for the organization.  Additional identifiers may also be captured at registration time, such as a health number for the jurisdiction or an identifier number from another provincial, territorial or federal jurisdiction.

2.2.1 EMPI/CR Internal Identifier

EMPI products will likely use an internal identifier for the composite view of a person’s identifying information.  The linkage set of records representing source system data attributes may also be identified with this identifier, referred to as the enterprise identifier EID by one of the EMPI product vendors.
In the past, an EMPI vendor cautioned against using the current internal enterprise identifier as a permanent EHR unique ID for the person.  There were two main reasons and a third, tactical reason:

1. This internal identifier can change through normal identity management business processes; this may occur when a linkage set is created or when it changes, whether done automatically by the EMPI or through human intervention.  Use of the EID for other purposes, such as a key or identifier in a data repository, can be problematic unless the EMPI maintenance action (notification) is propagated to any other system or database using the internal identifier.  (Note: A similar problem exists when using a Public ID for EHR purposes)  
2. A second, less obvious reason is that the EMPI product may renumber all internal enterprise identifiers if there is a reload of the EMPI database (e.g., a jurisdiction may reload the EMPI multiple times because of significant new source systems or to change major parameters during early implementation).  For an EMPI product that operates this way, a modification or enhancement may be needed to make the EID or a secondary internal identifier persistent across EMPI reloads.  Product specifications for the current version of the EMPI product should be referenced and the vendor contacted to determine if the EID or another internally generated number can be made persistent and stable across reloads and other system activity.

3. A tactical reason for not using a system generated unique identifier for EHR purposes is that legacy EHR Domain systems and their current data repositories do not contain, and may not be able to support, an additional EHR internal identifier in their databases.

3.0 Client ID for EHR Purposes
3.1 Requirement for Client ID Services for EHR

There is a need to have a consistent approach to Client ID management for Interoperable EHR purposes.  An approach is required for the use and management of Client IDs above the HIAL layer in the EHRS Blueprint conceptual architecture model.  This is needed for accessing and assembling EHR data from Domain repositories and EHR multi-purpose repositories. The decision to be made is whether to use a jurisdiction-wide Public identifier (already in use by PoS systems and/or by other business systems, or to use an internally generated eCID for EHR purposes.
3.2 EHRS Blueprint Model
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Figure 1: EHRS Blueprint Model
3.3 Approaches to Client IDs for EHR Purposes
3.3.1 Internal (System Generated) eCID

Infoway’s architectural direction is to have the jurisdictional Client Registry (CR) create or provide an internal eCID to uniquely identify clients of the health system for EHR related services and clinical data repositories.  This is an internal, not published, identifier (may be described as a “shadow number” in some jurisdictions).  
When an internally generated number is chosen for use as an eCID, it is strongly recommended that it not be used for any purposes within operational point-of-service systems below the HIAL in the EHRS Blueprint model.

An eCID would be assigned at the first time a unique new client is added to the CR. The eCID becomes the client identifier associated with or representing the linkage set if the EMPI function or manual intervention determines that two source system records are for the same person.

With this approach, if a change to the eCID or linkage set is required later, e.g., it is determined that an existing eCID actually represents two clients (overlaid records in a single source system or incorrectly linked records across multiple source systems), the linkage set needs to be recalculated.  The eCID implementation or product design options in this case are to create a second eCID and adjust the original eCID linkage set, or, create two new eCIDs and retire the original.  This document does not investigate the pros and cons of either option.

The eCID needs to be created and associated with the linkage set for an individual.  Creation or generation of the eCID number could be done within the EMPI function of the CR, or possibly obtained from a callable eCID generation service.

For transmission of identifiers in HL7 messages, an appropriate Object ID (OID) Root could be used with the eCID as the extension.

3.3.2 Public (business number) Client ID
A second approach to client identification for EHR purposes is for the jurisdiction to use a Public Client ID, i.e., an existing client identifier such as a health insurance number or health card number.  

The Public Client ID approach requires as a pre-requisite a jurisdiction decision to use an identifier that may have been set up only for health insurance purposes for the new purpose of supporting storage and access to the client’s electronic health record.  Jurisdictions that have already expanded the function of the “health number” to cover all recipients of care (eg BC) will be in a position to use a Public Client ID more easily than a jurisdiction that has health numbers for only insured or eligible citizens (eg Ontario).
Re-purposing the health insurance, health card number for use as the eCID in the EHR context also requires pervasive deployment of the health number across all clinical point-of-service (PoS) and EHR Domain systems in the jurisdiction.  The PHN may be well established for eligibility and claims administrative systems and systems requiring the number for payment purposes, but it may not be well established where it has not been needed for financial purposes.

For transmission of identifiers in HL7 messages, an appropriate Object ID (OID) Root could be used with the Public Client ID as the extension.

3.3.3 Multiple Public Client IDs
A third approach to supporting client identification for EHR purposes is to re-use a set of existing clinical identifiers (e.g., acute care medical reference numbers (MRNs) or other available Point-of-Service (PoS) identifiers) instead of using a new eCID or reusing an existing Public Client ID.
In this multiple PoS identifier approach, the capabilities of an Enterprise Master Person Index (EMPI) service could be used to determine, on a real-time demand basis, what PoS identifiers exist and what associated EHR information belongs to a client. For example, if the client’s EHR data has been stored in a set of clinical data repositories (CDRs) with the client identified by a hospital, lab, etc. MRN, and if all of these source systems supply registration information to the EMPI, a query message could be sent to the EMPI to get a list of MRNs that could then be used as search parameters for the CDRs.  In this approach, the EMPI essentially performs the function of a high level index to data repositories that use MRNs to identify clients.
3.4 Comparison Table:  Approaches to EHR Client ID Management

	
	EHR Client ID (eCID)
	Public Client ID
	Multiple Public Client IDs

	Description:
	A persistent, internally generated unique identifier representing one and only one client. The eCID is associated with the linkage set maintained by the EMPI function within the jurisdictional CR, and is used only for EHR functions above the HIAL and between jurisdictional infostructures.
	A persistent, publicly known unique identifier representing one and only one client. The Public Client ID selected is most likely the same identifier used for health insurance purposes that appears on health cards. The Public Client ID is used for EHR functions above and below the HIAL and between HIALs.
	Provide EHR functions and inter-jurisdictional EHR function without a unique client ID.  In this approach the client is uniquely identified dynamically, on demand, via EMPI function within the CR each time an EHR request is processed.

	Principles or Assumptions
	· A single, unique identifier for each client is only used for EHR purposes above the HIAL

· Must have CR/EMPI services (to create and assign unique IDs) deployed before or at the same time as EHR data repositories
· The identifier is not known or used by point of service systems below the HIAL

· Client identity is resolved in advance and an identifier assigned, prior to its use for EHR purposes

· When CDRs are created or loaded, eCID numbers are associated with the records in the database

· To support UnMerge and other CR/EMPI maintenance, a cross-reference mechanism is used for each Domain or EHR CDR above the HIAL
	· A single, unique, public identifier for each client that is also used for EHR purposes above the HIAL

· The Public Client ID is a known number, e.g. a jurisdictional health insurance number or health card number that is known and used by Domain systems and repositories above the HIAL and by point of service systems below the HIAL

· Client identity is resolved in advance and an identifier assigned, prior to its use for EHR purposes

· Clinical data repositories using a Public Client ID may already be in place 

· The integrity of the identifier must be high and rules for its use must be rigorous and universally implemented within the jurisdiction

· 
	· Must have CR/EMPI services deployed before or at the same time as EHR CDRs

· CR/EMPI is queried to get the linkage set, then MRNs and other identifiers in the linkage set are used to query the CDR databases to get client data

· Client identity is resolved each time it is needed

· The CR/EMPI “knows” what MRNs are in the linkage set

· The full set of MRNs from the Linkage Set could be the EHR Client “token” used for EHR Index and EHR CDR access

· Jurisdiction would need to investigate privacy impact of propagating MRNs to EHR repositories

	Pros:
	· Better scalability and performance having just one ID to be used for EHR CDR database access (compared to the multiple ID option).
· Client identity is resolved in advance and is not done at query/request time: better response time

· Provides a single identifier for domain and EHR CDRs. 

· Simpler EHR Index (in EHR Services) compared to multiple IDs when a single client ID is used as a token for EHR access

· Supported by pan-Canadian guidelines for Client IDs (RC502 MIG)
· Supports inter-jurisdictional ID cross-referencing and matching in the CRs for EHR purposes

· Perception of enhanced privacy by using a generated, internal number for EHR purposes instead of an existing, public number

· Can support client ID Merge by using a cross-reference mechanism at the CDR

· Can control creation & maintenance of this new, internal Unique ID in one place: the CR

· The CR, with EMPI capabilities and appropriate source systems, should be the jurisdiction’s “best bet” as a reliable source of truth for creating global, unique eCIDs, i.e., better than has been possible in the past
	· Better scalability and performance having just one ID to be used for EHR CDR database access (compared to the multiple ID option).

· Works well in jurisdictions where the public ID has already been widely adopted, e.g., where the PHN has been used in a legacy domain repository or in a significant number of point of service systems

· Can deploy EHR CDRs before a CR/EMPI is in place, as long as the Public CID usage is pervasive

· Client identity is resolved in advance and is not done at query/request time: better response time

· May be a good transition state on the way to an eCID
· Existing, legacy Domain systems (e.g., Drug systems in BC, AB) may already be using public health numbers

· Supports inter-jurisdictional ID cross-referencing and matching in the CRs for EHR purposes

· Many jurisdictions have had as a strategic goal the full adoption of a public Jurisdiction health number in all systems

· Rigorous creation and maintenance processes have probably been used in support of fee-for-service claims (at least within the Eligibility and Claims business processes and systems)

· Can support client ID Merge by using a cross-reference mechanism at the CDR
	· Current EMPI product and message set support the maintenance of source system identifiers in the EMPI/CR – useable as a CDR cross-reference.

· Easier to implement when there are existing legacy CDRs and standard EMPIs where MRNs are already in use

· Works well for CDRs deployed at the Health Authority level where MRNs originate and are managed

· May be a good transition state on the way to a Public Client ID or and eCID
· Addresses some client identifier change implications in one place: the EMPI within the CR, i.e.,  does not require additional function to be added to each of the EHR & Domain CDRs

· EMPI/CR already maintaining a linkage set containing all MRNs, so why not use this to build CDR query transactions?

· EMPI/CR is already a high-performance, 7x24 service

· Already implemented and proven in AB CH, a large sub-jurisdiction

· Integrity of MRNs reasonably high within a point of service system 

· No need to replace/add an identifier when loading a CDR from a Point of Service system – use existing MRNs

· Identifier and CDR record cross-referencing is done automatically within the CR/EMPI: as soon as a change is made to the CR (automatic or manual intervention), the index to EHR data is reflected immediately

· Jurisdictions will have invested in CR/EMPI function – reusing this asset may save money

	Cons:
	· Vendor products (EMPI) may not have capability to generate persistent eCIDs

· CR/EMPI must be implemented before or at the same time as the EHR CDRs

· Merge (and other CR/EMPI maintenance)  may create a data integrity issue if the eCID was used internally within the CDR databases, unless a cross-reference mechanism is in place or complex CDR updates are supported when the Public CID changes (e.g., error correction)

· If the CDR cross-reference approach is used, it might be difficult or costly to add this function to COTS Domain systems
· Multiple unique implementations of CDR cross-reference table functions are needed to address eCID Merge and corrections, i.e., limited re-use.

· Too complex or costly for some vendors and jurisdictions to implement the cross-reference mechanisms to support UnMerge 

· Legacy CDRs containing MRNs or Public CIDs need to be re-loaded or adapted to use eCID

· Completely new concept – unproven
	· Rigor in managing the integrity of jurisdiction-wide public IDs in point-of-service systems may not be as high as for the system and organization that created the public ID, e.g., if the PoS system does not  need a PHN for eligibility or claims purposes, it may not be stored as reliably as the local MRN used for clinical purposes
· Merge (and other CR/EMPI maintenance) may create a data integrity issue when a Public ID is used in CDR databases, unless a cross-reference mechanism is in place or complex CDR updates are supported when the Public CID changes (e.g., error correction)

· If the CDR cross-reference approach is used, it might be difficult or costly to add this function to COTS Domain systems

· In some jurisdictions, Public Client IDs are not created for  clients that do not have health card numbers or numbers used for health coverage 

· Privacy issue if the same public number used above and below the HIAL
	· Client ID is resolved at the time of the request, while the provider is delivering care: response time is critical and may be impacted

· May slow down or stop progress toward public CID adoption (e.g., Health Card number) – perpetuates the use of multiple identifiers for patients
· Scalability/complexity issue if large # of Source System MRNs 
· Privacy issue if the MRN is used above and below the HIAL

· To support jurisdictional CDRs, MRNs would need to be propagated up to the jurisdiction CR/EMPI level in order to support CDR access at that level

· To support jurisdictional CDRs (i.e., those not having MRNs), one of the other approaches is needed as well (i.e., eCID or Pubic CID)

· The CR may become a performance bottleneck if it must be used in real time for every CDR request.

· Domain system COTS products unlikely to support multiple client identifiers within the CDR

	Mitigation of Cons (examples)
	· Creation of a simple cross-reference or abstraction service at each CDR can protect the DBMS from some of CR/EMPI managed eCID changes (i.e., update the cross-reference and not the CDR)
· Clear and concise specifications for the CDR cross-reference capability, keeping it as simple as possible, would reduce effort and cost of adding this function to CDRs, however this still may be an obstacle to implementing the function in each Domain System COTS product
	· Creation of a simple cross-reference or abstraction service at each CDR can protect the DBMS from some of the CR/EMPI managed Public Client ID changes (i.e., update the cross-reference and not the CDR)
· Clear and concise specifications for the CDR cross-reference capability, keeping it as simple as possible, would reduce effort and cost of adding this function to CDRs, however this still may be an obstacle to implementing the function in each Domain System COTS product

· Some jurisdictions generate a health number for every client, and deem this to be the insurance number if and when the person becomes eligible – this makes the PHN more pervasive.
· If the jurisdiction determines that the use of a Public Client ID below and above the HIAL layer (and in for non-EHR purposes) is a privacy issue, a mitigation approach must be implemented, e.g., the public client ID could be scrambled when used above the HIAL for EHR and CDR purposes.
	· If the jurisdiction determines that the use of MRNs below and above the HIAL layer is a privacy issue, a mitigation approach must be implemented, e.g., the MRNs could be scrambled when used above the HIAL for EHR and CDR purposes.
· Use of eCIDs or Public Client IDs could be limited to inter-jurisdictional EHR requests only


Figure 2: Comparison Table:  Approaches to EHR Client ID Management
3.5 Example of a Decision Flowchart to Select the Client Identifier for EHR Purposes 

The following flowchart is shown as a simple example of how a jurisdiction might choose between two of the alternatives.  The actual decision process will require additional analysis and decision points and may include the third option described above or other options (e.g., combinations of options or entirely new options) appropriate to the jurisdiction.

 [image: image3.emf]Implementing a 

Jurisdiction EHR 

Solution

Is EHR for all Clients,

including those not covered

by Jurisdiction Insurance?

Public

Client ID

Yes

No

Are Public Client IDs

(PHNs) Assigned to all Clients

including uninsured?

Yes

No

Will Public IDs from

other Jurisdictions be permitted

for use in CDRs for EHR

purposes?

No

Yes

Can the jurisdiction

address Privacy concerns with

using Public Client IDs

for EHR?

No

Yes

Are there existing

Jurisdiction-level clinical domain

systems using Public

Client IDs?

No

Yes

Can the Public Client ID

(e.g., PHN) be made pervasive and

be of high quality for EHR

purposes?

No

Yes

Do Legislation & Policy,

enable or require the use of the PHN

for EHR or Domain system

purposes?

No

Yes

eCID

Will Public IDs from

other Jurisdictions be permitted

for use in CDRs for EHR

purposes?

No

Yes

Implementing a 

Jurisdiction EHR 

Solution

Is EHR for all Clients,

including those not covered

by Jurisdiction Insurance?

Public

Client ID

Yes

No

Are Public Client IDs

(PHNs) Assigned to all Clients

including uninsured?

Yes

No

Are Public Client IDs

(PHNs) Assigned to all Clients

including uninsured?

Yes

No

Will Public IDs from

other Jurisdictions be permitted

for use in CDRs for EHR

purposes?

No

Yes

Will Public IDs from

other Jurisdictions be permitted

for use in CDRs for EHR

purposes?

No

Yes

Can the jurisdiction

address Privacy concerns with

using Public Client IDs

for EHR?

No

Yes

Can the jurisdiction

address Privacy concerns with

using Public Client IDs

for EHR?

No

Yes

Are there existing

Jurisdiction-level clinical domain

systems using Public

Client IDs?

No

Yes

Are there existing

Jurisdiction-level clinical domain

systems using Public

Client IDs?

No

Yes

Can the Public Client ID

(e.g., PHN) be made pervasive and

be of high quality for EHR

purposes?

No

Yes

Can the Public Client ID

(e.g., PHN) be made pervasive and

be of high quality for EHR

purposes?

No

Yes

Do Legislation & Policy,

enable or require the use of the PHN

for EHR or Domain system

purposes?

No

Yes

Do Legislation & Policy,

enable or require the use of the PHN

for EHR or Domain system

purposes?

No

Yes

eCID

Will Public IDs from

other Jurisdictions be permitted

for use in CDRs for EHR

purposes?

No

Yes

Will Public IDs from

other Jurisdictions be permitted

for use in CDRs for EHR

purposes?

No

Yes


Figure 3: Example of a Decision Flowchart to Select the Client Identifier for EHR Purposes
4.0 Effect of Merges and Other Maintenance 
When using Client identifiers for EHR purposes, we must acknowledge and address the dynamic nature of identity management in an EMPI environment.   Simply put, the unique-identifier-to-person relationship is not static. Errors can be introduced or corrected and matching of client demographic records can improve as more source systems are added, etc. 

Some examples of this dynamic nature are:

· Corrections requiring a change to the identifier and the affected EHR data (e.g. correcting identifiers if twins or a mother and child have been sharing a health number in one or more source systems)
· Combining records if a person has two eCIDs or PHNs, or two MRNs in a single source system, and the EMPI has helped determine that this represents one person
· Enhanced record matching resulting from new or updated demographic and identifier information from an existing or from an additional source system (e.g., adding the health care insurance system as a source system to the EMPI may improve identification because the quality of the health number managed for insurance/claims may be higher than the quality of the insurance number that has been recorded in an Acute Care hospital registration system)

4.1 Insulating Clinical Data Repositories from the effect of Client Identifier Changes
As part of the workshop where the Client Identifier for EHR purposes was investigate, the team defined a possible mechanism to minimize the impact of identifier changes in the EMPI on the EHR clinical data repositories.  
Using one of the above examples (merging two identifiers), the following describes the solution to the difficult problem of keeping CDR health records in sync with the eCID or Public Client ID known to the CR/EMPI.  The objective is to avoid having to reload or manipulate the CDR data elements each time the relationship between the identifier and the person changes.

From the actions of a CR/EMPI records administrator, or through CR/EMPI automation, it may be determined that two eCIDs or Public Client IDs represent one person.  In this situation the identifiers and corresponding health records should be merged, so that EHR profiles, inquiries, and automated reviews (e.g. Drug Utilization Review – DUR) would see all clinical data for the individual.  This CDR data merge is triggered by messages from the CR that, in addition to notifying source point-of-service systems, are also sent to the various EHR repositories indicating the old ID and the new ID.  Some implementations may have one of the original IDs remain as the “survivor” and have data related to the superseded ID now associated with it.  In other cases, it may be desirable to have a new, third ID created to supersede both (or potentially many) old ID’s.

The current set of Client Registry “Merge Notification” messages (now called ‘Resolve Duplicates’) captures the surviving ID and the ID that is to be subsumed.  If a new ID is to be assigned, then the steps are as follows: 

1) New eCID or Public Client ID is created or identified
2) For the old identifier, a Merge Notification is sent indicating that it is being subsumed by the new identifier created

We are recommending that the repositories “abstract” the eCID or Public Client ID, and translate this into a technical identifier used within the CDR database.  This would allow a CDR responding to requests for data using the new identifier to also retrieve records from any/all superseded identifiers.  This abstraction could be handled by a translate table that maps the eCID or Public Client ID identifiers to the internal database ID’s or keys.
In other words, merges could be represented by changing only the cross-reference map, leaving the internal database identifiers unchanged. 
As long as the Public Client ID or eCID is resolved for each clinical system EHR request or business transaction/session, they will obtain the new, merged ID to get all information from the repository (or repositories).  When using the merged eCID or Public Client ID, the fact that the ID may be different than it was on a previous interaction would not have an effect on the point of service system making the request at all.  If the use of a new Public Client ID or internally genereated eCID caused the repository to look up data using more than one technical ID, it would also be transparent to the requesting system.

4.1.1 Merge Example Using ID Cross-Referencing:

A situation exists where the CR knows about eCID or Public Client IDs 1, 2, and 3; these are initially mapped at database creation or load time to technical repository ID’s of A, B, and C, respectively.  

	Identifier used for EHR
	Internal Repository ID

	1
	A

	2
	B

	3
	C


The CR/EMPI becomes aware of the fact that these should all be the same.  It initiates the creation or identification of a new id – 4.  It then issues notifications to the EHR repositories to tell them that the merge has taken place:

	Transaction #
	Old EHR identifier
	New EHR identifier

	T01
	1
	4

	T02
	2
	4

	T03
	3
	4


The translate table (only) would be changed as follows:

	EHR identifier
	Internal Repository ID

	1
	A

	2
	B

	3
	C

	4
	A,B,C (this could be instantiated with multiple rows in this table)


At this point, all access to EHR identifier ‘4’ will deliver the sum of all information for the old identifiers 1, 2, and 3 (the original EHR identifiers are kept in the cross-reference table as a historical or point-in-time record but will no longer be used to access the CDR because the CR/EMPI will have made them inactive. 
It is likely that the next new CDR record add/insert transaction for the same person will require that a new technical Repository ID will be created (D).  The repository should not internally assign new transactions (database rows) with any of the old identifiers A, B, and C – it is not obvious which of them is the most appropriate, and it complicates unmerges for previous incorrect merges. Instead the CDR should update the cross-reference table to indicate the new database ID ‘D’ is also associated with eCID ‘4’.  This is done by utilizing the CR/EMPI for identity resolution at database load or update time to associate each record with the appropriate eCID or Public Client ID.
4.1.2 UnMerge Example Using ID Cross-Referencing

It could be determined through eCID maintenance at a later time that part of a merge action was actually done incorrectly.  
Caution: automating UnMerge is complex and could only operate on the results of a previous Merge, as long as no new clinical data has not been added to any EHR repository since the merge.  
UnMerges of clinical data resulting from overlaying clinical data for two people using the same MRN or eCID will require manual intervention, whether the error existed from the beginning or as a result of an incorrect merge.

For the above Merge with ID cross-referencing, if there is an “incorrect Merge needing correction”, assuming no additional clinical data has been added since the merge, suppose it turns out that eCID ‘3’ should not have been merged with the others.

This means that the data associated with eCID ‘3’ (database ID ‘C’) is actually a unique individual after all. 

Part of this could be solved be making eCID ‘3’ active again, or by issuing a transaction:  Old eCID 3, new eCID 5.  Creating a new eCID is better because the history of all activity that occurred prior to the merge will be indicated in the cross-reference table (assuming appropriate time stamps for the update activity).
If there has been clinical activity in the meantime that has been cross-referenced to eCID ‘4’, however, it may point to information for two individuals (eCID 4, and New eCID ‘5’).  There is not a way of unwinding this automatically, except by the affected point-of-service clinical systems staff undoing the incorrect entries (“stop” “delete” “mark as incorrect” or whatever), and then applying these to the correct individual.  

One data custodian or records management staff issue that is still outstanding surrounds order entry.  If a Lab test or DI request or a pharmacy script has been ordered by a doctor, and subsequently filled by another clinician, and then we have an unmerge take place, who (or what Source System) initiates any associated corrections.  If one clinician makes a change, is it on behalf of all affected clinicians?  Or do they both need to make separate changes?  Is there a sequence in which they must take place?

In the above “cross-referencing” descriptions, it has been assumed that the CDR cross-reference function is done within each Domain CDR and not by an EHR/HIAL service.

5.0  ‘Transition State’ Considerations for the eCID
· Q: What if the jurisdiction CR/EMPI and a repository cross-reference mechanism are not operational soon enough to provide system generated eCIDS for the implementation of CDRs that may already be in progress or in place?

A: Consider using the Public Client ID approach in the interim, i.e., use health numbers as the repository database identifiers until the CR/EMPI function including eCID creation is implemented.  At the appropriate time, reload the database(s) with new internal IDs (eCIDs) and activate the eCID and CDR cross-reference mechanisms.


· Q: If a jurisdiction has already decided to deploy EHR using the third approach (Multiple Client IDs) at a Health Authority level, how can this evolve into a jurisdiction-wide EHR implementation?

A1: For a jurisdiction with a single-tier CR/EMPI, the multiple Client ID option is theoretically possible as long as all EHR access is internal to the jurisdiction.  The CR/EMPI will have a large number of MRN sources and potentially many different EHR repositories to support.  

A2: Inter-jurisdictional EHR access, however will be a problem unless and until the jurisdiction adopts the eCID or Public Client ID approach in addition to, or in place of, the Multiple ID approach.

A3: For jurisdictions implementing 2-tier EMPI/CR structures, it may be necessary to have all MRNs copied upward to the top tier CR so that it would be able to supply linkage sets for all possible CDRs in the jurisdiction from one place.  The alternative of cascading EHR requests downward to a Health Authority EMPI for CDRs at that level has serious performance and complexity implications waiting for and assembling the results.  This would become an even greater concern for requests from another jurisdiction.

· Q: Is it possible to implement a hybrid approach to client identification for EHR, for example a mixture of eCID and Public Client ID, or possibly using the multiple MRN approach with one of the others?

A: In practice this may be necessary, although complicated and not without careful planning and acknowledgement of the issues.  For example, the PHN could be pervasive below the HIAL, and central to EHR client identification via the CR/EMPI, but some CDRs may be indexed by MRNs (e.g., DI/PACS Domain) and others may not (Drug Domain).  This would need to be done very carefully, with appropriate mitigation of the risks.  Hopefully a complex mix of client identification approaches would be temporary, with a clear strategy to a single EHR identifier approach, e.g., using the eCID.  
6.0 Use of Internal eCIDs or Public Client IDs in the Pan-Canadian Context
The eCID and Public Client ID approaches create a simpler, more manageable solution than the Multiple ID approach for clients whose EHR data resides in different jurisdictions across Canada.  Using “one identifier” per jurisdiction makes it much easier to locate data on a pan-Canadian basis (simpler EHRS Locator service).  This need for pan-Canadian assembly of client health information may raise significant issues if any jurisdiction uses the Multiple Client ID approach (i.e., MRNs for EHR data) without resolving them to one unique number per jurisdiction for inter-jurisdiction EHR purposes.
To achieve a consistent identifier approach across Canada, use of internal eCIDs as the identifier in all jurisdictions is a desirable but very challenging objective.  Some use of Public Client IDs will be a reality, at least in the short/medium term, because:

1) Some jurisdictions are already using Public Client IDs (PHNs) for jurisdictional Domain systems – in this case expanding the use of the PHN for additional CDRs is compelling; 

2) In others, the use of health numbers to identify all clients is not done, i.e., they assign health numbers to only the clients who are eligible for insurance – in this case the eCID is compelling.

The single identifier per jurisdiction approach (some using the eCID, some using a Public Client ID) may be determined to be a pre-requisite for pan-Canadian client ID management for EHR purposes.  The Multiple ID (using MRNs) approach is a barrier to inter-jurisdiction sharing of EHR data.
Description of Jurisdiction and pan-Canadian use of eCIDs and/or Public Client IDs needs to be expanded, including how Object Identifiers (OIDs) are used to comply with pan-Canadian HL7 messaging requirements.  More discussion is required on this topic.

7.0 Physician Office or Pharmacy Client Identity Management –Special Considerations
7.1 Large numbers of CR/EMPI “Source Systems”

Health system Client Identity Management using an EMPI with thousands of clinical systems as fully functioning “source systems” (i.e., contributing demographic data to the composite view) is probably not viable.  Using “Active Integration”, i.e., looking up clients in the CR/EMPI is achievable and desirable, however, implementing “passive integration” of thousands of systems to send adds and changes to the CR/EMPI is not.

7.2 Registration and Demographic Data Administration Processes

Even though thousands of fully functioning Source Systems with active and passive integration might be possible technically in the EMPI product, it is very difficult to establish the required administrative environment in each of the physician offices and perhaps pharmacies for managing client demographic information to support the “passive”, contributing part.  The current approach for acute care identity management relies on reasonable rigor in the patient reception and registration process, as well as in managing MRNs and data quality in a Record Management department.  As a result, the acute care environment usually has the processes and staff to contribute quality data to the CR/EMPI and to perform maintenance functions. 
The full EMPI Source System model (contributing information to the CR/EMPI) is very problematic in environments where there may be no resources, skills or PoS system function to support back-end EMPI Passive Integration to send high quality updates to the EMPI or to receive and act on notifications from an EMPI.
As a general rule, each full-function Source System that contributes demographic data to the CR/EMPI (i.e., enabling update messages to the EMPI) requires an independent administrative function.

7.3 The Need for PoS Identity Management Policy

For the “thousands of PoS systems” problem, an EMPI/CR integration a clear policy could be established :

“If an appropriate registration and records management function is established or in place in each point-of-service environment, Passive Integration to have a PoS system contribute client demographic updates to the EMPI is possible (i.e., PoS performs as a fully functioning EMPI “source system”).”
“If, however, the required administrative function or capability is not in place or possible (e.g., in a large number of Physician offices), then the PoS cannot be a full “Source System” to the EMPI.”
7.4 Active Integration Benefits can Still be Achieved 

7.4.1 Access to Current Demographic Data

There are significant benefits to having these PoS systems still connected to the EMPI in “Active Integration” mode, i.e., the PoS queries the CR/EMPI whenever a patient presents, in order to get the composite view of demographics to update the PoS.  Quality of client demographic information in the PoS will be enhanced without the risk of incomplete or unpredictable client identification processes impacting the quality of the CR/EMPI composite view.

For the jurisdictions that already assign unique public numbers for every client when they present the first time for care (even if they are not eligible for insurance coverage), the “active integration only” policy supports immediate PHN assignment.  

7.4.2 Enabling and Expanding Adoption of a Jurisdiction PHN

In addition to providing the latest demographic data and reducing data entry time and errors, providing a Public Client ID (PHN) (even if the jurisdiction uses an eCID for EHR purposes) to a large number of PoS systems through mandatory Active Integration may be very desirable . PoS systems would need to support the storing of the Public Client ID or PHN in their systems and may even decide to index their patients with this identifier.
7.5 Clients Not Identified by a PHN

The “mandatory active integration to the EMPI” solution would not provide the PHN distribution clinical benefits in jurisdictions that do not use the PHN or Public Client ID for non-insured patients.  They would, however, still benefit from accessing current demographic data and the PHN (if available) via the composite view for registration and insurance purposes.
To provide identifiers to non-insured clients, these jurisdictions may need to implement something like a Primary Care domain-specific ID generator (described above), or find some other way to assign identifiers to these clients.  Using the PoS MRN and full “active integration” is an option, but has the significant information management issues described above.

More discussion is needed on this topic, within each jurisdiction, as they implement their EHR infostructure and the associated EMPI/CR function needed to support EHR requirements.
7.6 Not Using Active Integration for PoS Systems


If the ”active integration only” approach is not implemented in a jurisdiction, it may be necessary to have a separate, new approach to managing identifiers for the “thousands of PoS systems” environment. This may require, for example, the use of a Primary Care domain-specific client ID generator and manager for these systems, i.e., a “group MRN”. If this is possible and is chosen, an administrative team will need to be put in place to manage governance and data custodianship rules and standards.
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� The eCID acronym was defined so that it is not confused with the Enterprise ID (EID) as used in an EMPI product.
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